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Pouzivatelia poriadne: bezpecné hesla

This is getting ridiculous...

Bezpecnost hesiel:
1. Bezpecné hesla

2. Bezpecne
ulozenie hesiel

3. Neposielat hesla
po sieti
nesifrovane

4. Nelogovat hesla

(ani nic iné z entit okrem ID-Ciek)




Rychlost cracknutia - brute force

Kvalita hesla 10 milionov/s 7 miliard/s

bezny procesor graficke karty,

botnety

8 alfanumerickych 252 dni 22 sekund /" Na overenie kvality\
znakov hesla existuju
8 [ubovolhych 17 rokov 9,25 dni kniznice, napr.
znakov Zxcvbnyj
11 lubovolnych 14 miliénov rokov 20 rokov \ hbvexz
znakov

13 alfanumerickych 232 miliard rokov 906 rokov
znakov

12 [ubovolnych 484 miliard rokov 1,8 milionov rokov
znakov

Zdroj: William Cheswick: Rethinking Passwords, Communications of the ACM, 2013



Sila hesla

Treba donutit uzivatelov pouzivat silné hesla

Umelé pravidla

NieCo rozumné
— Aspon 10 znakov: velké pismeno, malé pismeno, Cislo, Specialny znak
— Aspon 15 znakov: velkeé pismeno, malé pismeno, Cislo
— Aspon 20 znakov: velké pismeno, malé pismeno

— Ak diZka viac ako 25 znakov, tak moZno kontrolujte
Ci to nie je opakujuca sa sekvencia typu "aaaaaaaaa..."




Sila hesla

Treba donutit uzivatelov pouzivat silné hesla

. Specializované kniZnice na kontrolu kvality
* https://github.com/GoSimplelLLC/nbvcxz
* Pozor, nepouzivajte defaultne nastavenia

* Pozor, predpokladaju anglictinu



https://github.com/GoSimpleLLC/nbvcxz
https://github.com/GoSimpleLLC/nbvcxz

Hesovanie

Hash je funkcia y = h(x), ktora pre kazdy vstup x vrati y
fixnej dlzky
« X je typicky hoci¢o, napr. pole bajtov lubovolnej diZzky
* Y je bud int, alebo string/pole bajtov fixnej dizky

- MD5(x) ... 4 bajty

- SHA-1(x) ... 20 bajtov

- SHA-256(x) ... 32 bajtov



Hesovanie

Vlastnosti h(x)

« Ak x1==x2, tak h(x1) == h(x2)

« Ak x11=x2, tak typicky h(x1) = h(x2)
« Kolizia je, ak x1 = x2 a h(x1) == h(x2)
* Vypocet y = h(x) chceme rychly

* Inverzny vypocet x = h'(y) chceme brutalne pomaly

a samozrejme s takmer 100% pravdepodobnostou dostaneme iba
koliziu

Cim je mensia $anca kolizie a &im je inverzny vypodet pomalsi, tym je
heSovacia funkcia "kvalitnejSia"

V jave ma kazdy objekt metddu hashCode, ktora je zakladom pre
HashMap.

hashCode nie je "kvalitna" funkcia, no je velmi rychla.



Hesovanie

Cim je mensia $anca kolizie a &im je "inverzny" vypodet
pomalsi, tym je hesovacia funkcia "kvalitnejsia”

V Jave ma kazdy objekt metddu hashCode, ktora je
zakladom pre HashMap.

- hashCode nie je "kvalitna" funkcia, no je velmi rychla.



Bezpecné ulozenie

 NIKDY! neukladame hesla v pévodnom tvare
e Vzdyiba kryptograficky hash (SHA-256, SHA-384, ...)

— 3pec. hashe na hesla: berypt, scrypt, PBKDF2, Argon2

User Password

jano dhj3djasdo23lkzsgo23nkldf...

fero 39fj3xv25dbf3gjc3nkidfnfo...

N

[ ”paSSWOrd” } [:::] |::> 39fJ3XV25dbf39jC3nk|dfnfo




Bezpecné ulozenie

* Rovnaké hesla = rovnaky hash
* Rainbow tabulky — mapa z hash-ov na hesla
— vyuzitie napr. : odpocuvanie signalu GSM

“nbusr123” | hash dhj3djasd023|kzs9023nkldf...

jano dhj3djasd023lkzs9023nkldf...

fero dhj3djasd0231kzs9023nkldf...

\y

“nbusr123” hash — dhj3djasd0231kzs9023nkldf ...



Bezpecné ulozenie

* heslo rozsirime o nahodné znaky = sol’, ktoré si
zZapamatame

* posolenim prindtime Utocnika ratat hash-e

{”nbusrlB"} L)

gkt478eru9...

894df0234klsdf90sdIkfj9...

e

Password

jano gkt478erugsdfjdfugorsdfig
fero sdfjklasdfjl45636r4ufjsdgo

“nbusr123”

sdfjklasdfjl...

894dfo234klsdfgosdlkfjyr..
psdfjgo34nmjsov2340sd...

A\

b |

psdfj9034nmjsOv2340sd...

o )=




Generovanie soli

1 znak =

* Nechceme problemy pripracis DB [ 55 bitay
— ziadne divokeé znaky

new Biglnteger(230, new SecureRandom()).toString(32)

l40ampdfglgmgmmss8qrrd146v ﬁ 26 znakov =130/ 5 }

UUID.randomUUID().toString();

i

67bd4666-8e2b-4b3e-ag86-6ac53c3diees 32 hexa znakov J

(&

j: http://stackoverflow.com/questions/41107/how-to-generate-a-random-alpha-numeric-string



Hashujeme (java.security.MessageDigest)

ﬁpripravime si retazec na hasovanie*/ \

String stringForHash = password + salt;

[*vezmeme si hashovaci algoritmus SHA-256%*/
MessageDigest md = MessageDigest.getinstance("SHA-256");

[*vlozime bajtovu reprezentaciu retazca do SHA-256%/
md.update(stringForHash.getBytes());

[*vyberieme vysledny hash ako pole bajtov (vzdy dizky 32)*/

ch[] data = md.digest();

['1151 24,44, '671 240,12,97, '81 211, .. ]




Hash na String (Hex je zo spring-security-core)

* new String(hash) H#ER;AEUCROI[ S AX 8EZOZPCES"

— divokeé binarne data, zbytocné komplikacie s
JDBCTemplate

* kazdy bajt na dva hexaznaky
— dokopy 64 znakov

4 )

String hashString = new BigInteger(1,hash).toString(16);

4 )

String hashString = new String(Hex.encode(hash));;

L /

AD23Cg52BFE245DABAESF3EC7C919A1017E6C358A838177F5AF28EDE8C24229E



Pomale hashovanie — pomaly dalej zajdes

Tento Sibal vytiahne 0-100 km/h...
za jedno vypitie kavy,
dole kopcom




Pomale hashovanie — pomaly dalej zajdes

 Standartné hashovacie funkcie (rodina SHA)
o Navrhnute na Co najvyssiu rychlost a male
pamatove naroky
o Velmi efektivne implementacie pre GPU, FPGA,
ASIC
o Uto¢nik s prvotriednym HW sa mdZe pokusit o
backtrack pri slabych heslach



Pomale hashovanie — pomaly dalej zajdes

 Pomalé hashovacie funkcie (Bcrypt, Argon2)

o Uzivatelom nevadi ak kontrola hesla bude trvat
trebars 500ms

o Efektivhe znemoznia backtrack

o Tazko akcelerovatelné na GPU/FPGA/ASIC (najma
Argon2)




Pomalé hashovanie cez BCrypt
(org.springframework.security.crypto.bcrypt)

* Importujeme cez maven kniznicu
spring-security-core

//*vytvorl'me sol */ $2a%$10$V1bQONfxjf76RmMuU7y TrKiu
String salt = BCrypt.gensalt(); R
alg: 7 znakov
[*vytvorime retazec alg.sol.hash*/ sol: 22 znakov
String pwHash = BCrypt.hashpw(heslo, salt); /
\ gp YP P Y,

$2a$10%$V1bQONfxjf76RmMu7y TrKiuVXgWj4L/IKadTNPZtbtnkgytpQostFO

-
alg: 7 znakov

sol: 22 znakov
hash:31 znakov

[*overime heslo*/
boolean ok = BCrypt.checkpw(heslo, pwHash);




Hashovanie v databaze?

SHA-512

/
UPDATE user SET heslo=
SHA2("heslo67bd4666-8e2b-4b3e-ag86-6acs3c3dieel”,512) WHERE
id=1;

<

\

* ulozime hash —vysledok je ok, ale:

* prikazy sa v databaze niekedy loguju

* kto ziska pristup k logom, moze vidiet
novodne heslo




Suhrn

» Kazdu po sieti dostupnu aplikaciu sa niekto snazi
hacknut

 Ochrana hesiel:

Osolené hashe rainbow tabulkam
DIhé hesla slovnikovym Utokom
Pomalé hashovacie funkcie backtracku

* BCrypt algoritmus uz pocita so vsetkym
° Spoiler na predmet Projekt 1

— Deleguijte autentifikaciu na niekoho ineho cez OpenID
Connect (Keycloak, Azure, Google)



Zabezpecenie aplikacie

» Kazdu po sieti dostupnu aplikaciu sa niekto snazi
hacknut

 Ochrana hesiel:

Osolené hashe rainbow tabulkam
DIhé hesla slovnikovym Utokom
Pomalé hashovacie funkcie backtracku

* BCrypt algoritmus uz pocita so vsetkym
° Spoiler na predmet Projekt 1

— Deleguijte autentifikaciu na niekoho ineho cez OpenID
Connect (Keycloak, Azure, Google)



Full-stack aplikacia

* Pre nasu appku Entrance
mame
* Desktop GUI —JavaFX
* REST APl -Spring Boot

* Priklad: Lucka chce zobrazit
vsetky osoby v Entrance

* 1. Lucka chce v Ul vykonat akciu

» JavaFX posle GET Jusers
poziadavku na Spring Boot

* Spring Boot posle zoznam osbb

<3
L S

JavaFx Spring Boot



HTTP Basic Auth

e Zakladna forma autentifikacie

e Kazda HTTP poziadavka ma hlavicku
e Authorization: Basic vasesarncodeusername:password,

» Kazdé volanie stale posiela meno+heslo

e REST server musi ukladat heslo
* Napr. v DB ako osoleny hes



HTTP Basic Auth

Priklad: Lucka chce zobrazit vSetky osoby v Entrance
1. Prihlasi sas menom a heslom v JavaFX

* POST /users/login

* SpringBoot povie OK

e JavaFX si do RestDao tried ulozi spravne
meno a heslo

2. Lucka ide zobrazit vSetky osoby v Entrance

» JavaFX posle GET /users poziadavku na
Spring Boot

* Pribali hlavicku Authorization: Basic s
menom a heslom

* Spring Boot posle zoznam 0s6b

«

<_/)4

Javan

-©

Spring Boot




Dame uzivatelom schopnost prihlasit sa

Na prihldsenie uZivatel potrebuje 2 stipce
 Hash hesla — 60 znakov pre BCrypt

 UNIQUE prirodzeny identifikator
o Typicky je to email
o Alebo username

o Pre jednoduchost teraz iba nastavime name na
UNIQUE

~ | users v
| id BIGINT
» chip_id VARCHAR(20)
name VARCHAR(45)
active TINYINT(1)
|« password_hash VARCHAR(60)
>




Dame uzivatelom schopnost prihlasit sa

Na prihldsenie uZivatel potrebuje 2 stipce
 Hash hesla — 60 znakov pre BCrypt
 UNIQUE prirodzeny identifikator

Ml POZOR: Heslo ani jeho hash neddvame do
Ml entity ako inst. premenné. Nechceme, aby
o lietali kade tade v kontroléroch, dao, ...

Riziko nechceného uniku.

~ active TINYINT(1)
<> password_hash VARCHAR(60)
> |




REST Server + Spring Security

pom.xml|

<dependency>
<groupld>org.springframework.boot</groupld>

<artifactld>spring-boot-starter-security</artifactld>
</dependency>

Niekde si vytvorime takuto triedu — Factory pre Spring
Framework

@Configuration
public class SecurityConfig {

}




SecurityConfig - UserDetailsService

Musime najprv Spring Security naucit ako ziskat z
nasej DB hash hesla a i je user aktivny na zaklade
mena uzivatela

private record UserLogin(
boolean active, String passwordHash

) {}

(@Bean Spring toto berie ako Factory metodu
UserDetailsService userDetailsService() {
return username -> {

¥




SecurityConfig - UserDetailsService

var query = "SELECT active, password hash FROM users WHERE - = ?";
UserLogin userLogin;

try {
userlLogin =
Factory.INSTANCE.getJdbcOperations().queryForObject(query,
(rs, row) -> new UserlLogin(
rs.getBoolean("active"),
rs.getString("password hash")

)
)

} catch (EmptyResultDataAccessException e) {
throw new UsernameNotFoundException("User not found", e);

}

Ak pocet vratenych riadkov nie

je 1, tak login povazujeme za

zamietnuty



SecurityConfig - UserDetailsService

import org.springframework.security.core.userdetails.User;

if (userLogin == null || userLogin.passwordHash() == null) {
throw new UsernameNotFoundException("User not found");

}

return User.withUsername (username)
.password(userLogin.passwordHash())
.disabled(!userLogin.active())
.authorities(List.of())
.build();




SecurityConfig - PasswordEncoder

Spring potrebuje este ako chceme hesla hashovat.

@Bean
PasswordEncoder passwordEncoder() {
return new BCryptPasswordEncoder();

¥




SecurityConfig - PasswordEncoder

Spring potrebuje este ako chceme hesla hashovat.

@Bean
PasswordEncoder passwordEncoder() {
return new BCryptPasswordEncoder();

¥

POZOR: Ak raz pouzijete konkretny hesovaci algoritmus s
konkretnym nastavenim, tak s tym budete zit roky.

Akakolvek zmena algoritmu hesovania
znemozni prihlasenie vsetkym uzivatelom.




SecurityConfig - AuthenticationProvider

' : Authentication
UserDetailService == PasswordEncoder == ut € ticatio
Provider

@Bean

AuthenticationProvider authenticationProvider(
UserDetailsService userService,
PasswordEncoder passwordEncoder

) 1

var provider = new DaoAuthenticationProvider(userService);
provider.setPasswordEncoder (passwordEncoder);
return provider;




SecurityConfig — SecurityFilterChain

@Bean
SecurityFilterChain entranceSecurityFilterChain(HttpSecurity http,
AuthenticationProvider entranceAuthenticationProvider) throws Exception §
http
.csrf(csrf -> csrf.disable())
.sessionManagement(session -> session
.sessionCreationPolicy(SessionCreationPolicy. STATELESS))
.authenticationProvider(entranceAuthenticationProvider)
.authorizeHttpRequests(authorize -> authorize
.anyRequest().authenticated()
).httpBasic(httpBasic -> httpBasic.realmName("Entrance"));

return http.build();
}




SecurityConfig — SecurityFilterChain

Povieme Springu: pomocou httpBasic vytiahni name+heslo z
HTTP poziadavky a dajich do authenticationProvider-a. Ten
vytiahne hash z DB a skontroluje ci heslo z hlavicky sedi s
hashom. AuthorizeHttpRequests to zapne pre vSetky nase

RestController-y

@Bean
SecurityFilterChain entranceSecurityFilterChain(HttpSecurity http,
AuthenticationProvider entranceAuthenticationProvider) throws Exception §
http
.csrf(csrf -> csrf.disable())
.sessionManagement(session -> session
.sessionCreationPolicy(SessionCreationPolicy.STATELESS))
.authenticationProvider(entranceAuthenticationProvider)
.authorizeHttpRequests(authorize -> authorize
.anyRequest().authenticated()
).httpBasic(httpBasic -> httpBasic.realmName("Entrance"));
return http.build();

}




Login okno

Name:

Password:

Close Login




Login kontroleér

@FXML
void loginButtonOnAction(ActionEvent event) §
try {
login(name, password);
this.authenticated = true;
closeButton.getScene().getWindow().hide();
} catch (UnauthorizedException e) §
errorLabel.setText("Invalid username or password");

} catch (RuntimeException e) §
errorLabel.setText("Could not connect to the entrance server");

5
5




Login kontroleér

public void login(String name, String password) throws
UnauthorizedException {
var previousToken = Factory.INSTANCE.getAuthToken();
Factory.INSTANCE.setCredentials(name, password);
try {
var response =
Factory.INSTANCE.getEntranceHttpClient().POSTRequest("login", null,
Void.class);
if (response.statusCode() < 200 || response.statusCode() >=
300) {
Factory.INSTANCE.setAuthToken(previousToken);
throw new UnauthorizedException();
}
} catch (RuntimeException e) {
Factory.INSTANCE.setAuthToken(previousToken);
throw e;




Meno a heslo si budeme drzat vo Factory

@Getter
@Setter

private String authToken = null;

public void setCredentials(String name, String password) {
this.authToken = name == null || password == null
? null

: EntranceHttpClient.encodeBasicAuth(name,password);




Uprava HTTP klienta

Pomocnd metdda na enkddovanie HTTP Basic Auth
Authorization header do Base64 formatu

public static String encodeBasicAuth(String name, String password) {
var credentials = name + ":" + password;
var encodedCredentials = Base64.getEncoder()
.encodeToString(credentials.getBytes(StandardCharsets.UTF 8));
return "Basic " + encodedCredentials;




Uprava HTTP klienta

Pripojenie HTTP Authorization headera do poziadavky

var builder = HttpRequest.newBuilder(this.baseUri.resolve(path)).GET();

if (Factory.INSTANCE.getAuthToken() != null) {
builder.header("Authorization", Factory.INSTANCE.getAuthToken());

¥

var request = builder.build();




Hlavny kontroler

Ak pouzivame REST DAOQ, tak otvorime Login okno

void initialize()

if (Factory.INSTANCE.getDaoType() ==
this.showLoginWindow();

}

Factory.DaoType.REST) {




Hlavny kontroler

Otvorenie modalneho okna a vytiahneme si z neho
vysledok (zavolame getter inStancnej premennej z login
kontroléra)

private void showLoginWindow() {
var loader = new FXMLLoader(getClass().getResource("Login.fxml"));

Parent pane;
try {
pane = loader.load();
} catch (IOException e) {
throw new RuntimeException("Error loading Login.fxml", e);

}
var controller = (LoginController) loader.getController();

var loginStage = new Stage();
loginStage.initModality(Modality.APPLICATION_MODAL);
loginStage.setTitle("Entrance login");
loginStage.setScene(new Scene(pane));
loginStage.showAndWait();

if (!controller.isAuthenticated()) {
this.nameTextField.getScene().getWindow() .hide();
}




Spustame

Potrebujeme najprv nejakému uzivatelovi nastavit heslo
rucne. Alebo si urobme novy main s takouto mini utilitkou
na vlozenie usera s heslom do nasej DB.

var input = new BufferedReader (new InputStreamReader(System.in, StandardCharsets.UTF 8));

System.out.print("Username: ");
var username = input.readLine();
System.out.print("Password: ");
var password = input.readLine();

if (username == null || username.isBlank()) {

throw new IllegalArgumentException("Username cannot be blank™);
}
if (password == null || password.isBlank()) {

throw new IllegalArgumentException("Password cannot be blank™);

}

var passwordHash = new BCryptPasswordEncoder().encode(password);
Factory.INSTANCE .getJdbcOperations() .update(
"INSERT INTO users (chip_id, name, active, password hash) VALUES (?, ?, ?, ?)",
""J
username,
true,
passwordHash

)s

System.out.println("User created: " + username);
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